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The aim of this article is to analyse the ethical challenges of digital marketing arising
from new technologies in Poland, with particular emphasis on artificial intelligence (Al) and
Big Data, in the context of growing corporate social responsibility and expectations of Polish
consumers. The article also outlines directions for further research on ethical issues in digital
marketing. The study uses desk research, including academic literature, industry reports, and
case studies of Polish companies in e-commerce, banking, retail, and logistics. Digital mar-
keting is undergoing transformation influenced by digitization, Al, and Big Data, requiring
the integration of technological innovations, social values, and ethical standards. While these
technologies provide business benefits such as personalized offers and process optimization,
they also raise ethical concerns, including privacy protection, excessive profiling, lack of
algorithmic transparency, and potential manipulation of consumer behaviour. A particular
issue is “shadow AI” — unauthorized use of Al tools by employees outside formal proce-
dures — raising risks of data misuse and security breaches. Polish consumers are increasingly
aware of data protection and expect responsible, transparent corporate practices. Although
regulations like the GDPR set standards, technology often outpaces legal adaptation, creating
ethical gaps and requiring corporate self-regulation. The findings indicate that responsible
digital marketing requires combining technological innovation with ethical reflection and
legal compliance. Building consumer trust depends on transparent data practices, informed
consent, limited surveillance, and algorithmic accountability. The analysis here highlights
the need to continuously update ethical standards to keep pace with technology and societal
expectations, enabling ethical and effective marketing strategies.

Keywords: artificial intelligence, digital marketing, ethical challenges, responsible
marketing, marketing ethics

' Angelus Silesius Academy of Applied Sciences in Watbrzych, Faculty of Social and Technical
Sciences. ORCID: 0000-0003-2411-5497.


https://www.editorialsystem.com/editor/oiz/article/562955/view/
https://orcid.org/0000-0003-2411-5497

180 Agata Krycia-Chominska

1. INTRODUCTION

Contemporary marketing is undergoing a profound transformation driv-
en by dynamic social, technological, and economic changes. Digitalization, the
development of artificial intelligence (Al systems capable of learning and mak-
ing data-driven decisions), Big Data analytics (processing and interpreting large
datasets), and the automation of marketing decision-making and customer commu-
nication processes are significantly reshaping the way companies operate in the
market. These changes also affect the role of marketing, which is evolving from
a traditional sales instrument into an area integrating technological innovation, so-
cial values, and ethical standards (Domanski, 2021; KPMG, 2022). Modern mar-
keting is no longer limited to profit maximization; it also functions to build trust,
raise consumer awareness, and support corporate social responsibility (GfK, 2023;
PwC, 2024). In this context, numerous ethical challenges arise, which are related
both to the use of advanced digital tools and to societal expectations regarding
transparency, data protection, and corporate responsibility (Bajdak, Spyra, 2024;
Rudnicka et al., 2020).

The scale of Al adoption in Polish companies has reached an unprecedented
level, making it one of the key challenges for the economy, technology manage-
ment, and business ethics. Its importance is heightened by the fact that Al is pen-
etrating nearly all sectors, from banking and retail to e-commerce and services,
thereby shaping how companies operate and interact with consumers. According
to a KPMG study, 82% of Polish companies reported Al implementation in 2025,
representing almost a threefold increase from 28% the previous year (KPMG,
2025). Globally, 78% of organizations use Al in at least one business function, and
71% regularly employ generative Al (McKinsey, 2025). Companies implement Al
primarily in marketing, customer service, marketing communication, and data an-
alytics, allowing them to automate processes, personalize offers, and improve op-
erational efficiency. The increasing use of Al in enterprises is also accompanied by
growing consumer awareness of data protection, driven by both GDPR regulations
and widespread public campaigns on user rights. This issue is particularly rele-
vant given that over half of Al implementations in Poland are either pilot projects
or limited in scope, with only 43% of companies having a formal implementation
strategy (KPMG, 2025). Consequently, rising consumer expectations compel com-
panies to ensure transparency in data use, obtain informed consent from users, and
prevent excessive surveillance, which is essential to maintaining customer trust
and adhering to ethical marketing standards.

This article presents an analysis of the ethical challenges of marketing aris-
ing from the implementation of new technologies in Poland. The study focuses on
identifying key risks, with particular emphasis on the use of Al and Big Data in
the context of increased corporate social responsibility and consumer expectations.
To this end, a desk research methodology was applied, including a literature review,
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industry reports, and case studies covering Polish companies across various sec-
tors, such as e-commerce, banking, retail, media and logistics. This approach al-
lows for both the description of current marketing practices and the assessment of
their implementation effects from ethical and social perspectives.

Addressing this topic is significant for marketing science, as integrating new
technologies with business ethics principles has become essential for effective and
responsible corporate operations. Analysing ethical issues in the context of Al and
Big Data not only helps to understand the mechanisms influencing consumer be-
haviour but also provides theoretical and practical frameworks for implementing
responsible marketing strategies. The findings of this study have practical applica-
tions in designing marketing policies, developing self-regulatory procedures, and
establishing transparent data-processing mechanisms. The article represents an at-
tempt to combine theoretical knowledge with practical examples from the Polish
market, enabling both researchers and practitioners to better understand the com-
plexity of contemporary marketing ethical challenges and to identify directions for
future research in this area.

2. EVOLUTION OF MARKETING ETHICS IN THE CONTEXT
OF DIGITALIZATION AND SOCIAL AWARENESS

Among many definitions, marketing has long been described as a “bridge con-
necting a company with its market environment”, serving to integrate business pro-
cesses with consumer needs (Domanski, 2021). Initially, marketing focused primar-
ily on creating and satisfying the market needs of producers and sellers, with the
overarching goal of maximizing profits by employing effective promotional tools.
Over time, greater importance has been attached to the concept of mutual benefits
and adapting activities to consumer needs.

The rapid development of new technologies, particularly digitalization, artificial
intelligence (Al), and Big Data analytics, has fundamentally transformed contem-
porary approaches to marketing. Marketing has increasingly become an area of in-
tensive digital transformation, where precise targeting, automated communication,
and integration of consumer data play a central role (KPMG, 2022). Examples from
the Polish market, such as the implementation of Al-based solutions in e-commerce
services or the use of Big Data in retail, indicate that these technologies have be-
come an essential element of competitive advantage.

Changing consumer expectations force companies to redefine their approach
to marketing. According to the AMS report (2024) “Eco-Awareness in Consumer
Choices”, 86% of Polish consumers expect companies to be leaders in sustainable
development, and more than half (56%) acknowledge that they have changed their
purchasing behaviours due to environmental concerns. Moreover, 57% of consum-
ers report that they are more likely to choose products from brands that are socially
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responsible and engage in important social and environmental issues (AMS, 2024).
The SW Research report (2023) emphasizes that contemporary consumers increas-
ingly expect transparency and responsibility from brands, which affects their pur-
chasing decisions and brand loyalty. Consumers also expect companies to commu-
nicate their involvement in ESG (Environmental, Social, Governance) issues.

Awareness of personal data protection is also increasing, as confirmed by Polish
companies. According to PwC (2025), enhanced awareness of consumer rights and
regulations such as GDPR require companies to be increasingly transparent and
responsible in managing personal data. As a result, marketing is no longer mere-
ly a sales function, but becomes a key tool for building trust, educating consumers,
and shaping a positive and responsible brand image.

Technological changes and evolving consumer expectations also necessitate re-
flection on ethical issues in marketing, which evolve alongside social and econom-
ic transformations. The 1960s saw a backlash against the aggressive sales orienta-
tion of companies, with marketing expected to focus on the welfare of customers
and society rather than manipulation or dishonest sales practices (Drapinska, 2015;
Kotler, Keller, 2012, cited in Drapinska, 2015). At that time, the main ethical con-
cerns were excessive promotion, lack of transparency, and misleading sales practic-
es (Drapinska, 2015).

Due to the complexity and sensitivity of many ethical issues in marketing, in ma-
ture societies, marketing activities were gradually subjected to legal and industry
regulations. Initially, these regulations addressed standards of quality, product safe-
ty, curbing manipulative persuasion techniques, preventing unfair competition, and
not misleading consumers. By the late 20th century, regulations also covered other
areas: marketing directed at children, the elderly, and disadvantaged groups; the eth-
ical responsibility of research agencies for accuracy and privacy protection; unfair
competitive practices, such as price undercutting or product copying; and employ-
ee relations, including anti-discrimination and labour rights protection (Drapinska,
2015). At the same time, new challenges emerged due to globalization, mass access
to media, and advances in production technologies, allowing mass production, often
in countries with low costs, where Western regulations did not apply.

At the turn of the 20th and 21st centuries, ethical challenges in marketing inten-
sified, driven by growing consumer awareness and the development of technology,
including mass access to communication technologies (e.g., social media). Key eth-
ical issues included product safety and quality, unfair pricing practices, advertising
ethics, sales techniques, responsibility toward different consumer groups, reliability
of marketing research, relations with competitors and employees, and the level of
marketing education regarding ethics (Drapinska, 2015). These challenges focused
primarily on minimizing harmful practices in traditional marketing and protecting
the interests of consumers and society. Rapid and unrestricted information exchange
among consumers worldwide further increased pressure on companies, which had
to not only respond to current issues related to product quality, advertising, and
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customer service but also proactively implement strategies ensuring greater trans-
parency, fairness toward consumers, and social and environmental responsibility
to build trust and maintain a positive brand image.

The development of technology and digitalization introduced new ethi-
cal challenges in marketing, such as eco-marketing and sustainable develop-
ment, requiring companies to engage in environmentally friendly and socially
responsible practices while maintaining transparency and authenticity in com-
munication (Seczkowska, 2023; Bajak, Spendel, 2023; Kaminski, 2019, cited in
Seczkowska, 2023). Eco-marketing, although known since the 1970s, gained im-
portance due to increased consumer awareness regarding product composition,
packaging, production processes, and recycling (Tarapata, 2020, cited in S¢czkow-
ska, 2023). These issues became more significant with the growing share of im-
ported products from Eastern countries (e.g., China, Vietnam, Taiwan), where EU
environmental standards do not apply.

One of the most frequently discussed risks remains greenwashing, which in-
volves false or misleading claims about a company’s or product’s environmental
impact, manifesting in such practices as using earth tones and nature symbols on
packaging, or vague terms such as “natural ingredients” or “eco-friendly prod-
uct”, the manipulative use of statistics without sources, or superficial ecological
actions, for example, omitting phone chargers in smartphone sets or reducing
towel replacement options in hotels under the pretext of environmental protec-
tion (Smolinska, Domaradzka, 2024; S¢czkowska, 2023). Other examples include
promoting products as organic or vegan when the attribute is naturally inher-
ent to the product category (e.g., tea) or engaging in pro-environmental initia-
tives while lobbying against environmental regulations (Smolinska, Domaradzka,
2024; Seczkowska, 2023).

The growth of digitalization, Al and Big Data has introduced further challeng-
es, including privacy and personal data protection, algorithmic discrimination,
lack of transparency in technology operations, accountability for Al-generated
content, fake news and disinformation, and the influence of technology on con-
sumer financial decisions (Rudnicka et al., 2020; Bajdak, Spyra, 2024). Digital
technologies allow for personalization and automation of processes but also re-
quire companies to develop mechanisms for self-regulation and transparent prin-
ciples of conduct.

3. SOCIAL RESPONSIBILITY AND ETHICS IN DIGITAL
MARKETING

Business ethics are defined as “the principles and standards that determine
acceptable conduct within business organizations. The acceptability of behaviour
in business is shaped by customers, competitors, regulators (authorities), interest
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groups, public opinion, as well as individual personal moral principles and val-
ues” (Ferrell, 2013, cited in Stachowicz-Stanusch, 2016). An understanding of
ethics evolves alongside socio-economic and technological changes. In marketing
practice, this concept acquires an operational dimension, defined as a set of so-
cial and professional standards regarding law and fair practices, which marketing
managers should follow in the process of creating and implementing strategies
(Laczniak, Murphy, 2006, cited in Zbikowska, 2014).

Contemporary reflections on marketing ethics, however, are not limited
to classical legal and normative issues; they are increasingly shaped by chal-
lenges arising from the development of digital technologies, such as Big Data,
artificial intelligence (Al), and automation of communication processes. These
changes necessitate a redefinition of existing ethical standards, as traditional reg-
ulations cannot keep pace with the speed of innovation (European Union, 2024).
At the same time, the growing awareness among consumers increasingly ques-
tions not only the effectiveness of marketing actions but also their alignment with
social values and respect for individual privacy and autonomy. Negative percep-
tions of marketing often result from it being associated with aggressive sales and
manipulation, whereas in essence, according to ethical principles, marketing
should integrate the interests of businesses, consumers, and, more broadly, soci-
ety (Gasparski, 2000).

From this perspective, marketing ethics must be dynamic and flexible to re-
spond to the challenges posed by new technologies and growing consumer ex-
pectations regarding transparency, fairness, and corporate social responsibility,
while remaining universal enough to allow application regardless of cultural or
geographical context.

Modern consumers are increasingly socially, environmentally, and ethically
aware, expecting companies not only to provide high-quality products and ser-
vices but also to ensure transparency in marketing practices and responsible use
of data (ETB, 2022; Adanyin, 2024). In Poland, as in Western markets, consum-
ers are paying ever-greater attention to factors such as data privacy, algorithmic
transparency, and avoiding manipulation in their marketing communications.
Polish consumers are becoming more aware of the risks associated with the use
of their personal data. Sixty-two percent of Polish respondents are concerned
that companies use their data unethically, and 59% are worried about algorithms
learning the preferences of users when browsing content on social media plat-
forms (KPMG, 2024).

Data from ClickMeeting and Santander Consumer Bank indicate that the ma-
jority of Poles (78%) are concerned about data security online, and trust in mod-
ern technologies is limited: 45% believe that these technologies are insufficient
to protect privacy (SCB, 2024). Consumers are also concerned about excessive
personalization of offers, profiling without consent, the risk of data breaches, and
manipulation of purchasing preferences (European Union, 2024; PwC, 2025).
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4. ETHICAL CHALLENGES ARISING FROM AI AND BIG DATA
IMPLEMENTATIONS IN MARKETING IN POLAND

The ethical challenges arising from the use of Al and Big Data in digital market-
ing in Poland are partially regulated by laws aimed at protecting consumer privacy
and ensuring transparency in marketing activities. A key regulation is the General
Data Protection Regulation (GDPR), implemented in Poland in May 2018, which re-
quires obtaining consent for personal data processing, informing users about how
their data is used, and ensuring the right to have their data deleted. GDPR provides
a framework for companies regarding the collection and analysis of customer data,
enforcing transparency in analytical processes and minimizing the risk of privacy
violations (Act of 10 May 2018 on the Protection of Personal Data, Journal of Laws
2018, item 1000).

Polish law also includes regulations on direct marketing and electronic commu-
nication. The Act of 18 July 2002 on the Provision of Electronic Services (Journal
of Laws 2002 No. 144, item 1204) regulates the informational obligations of ser-
vice providers toward users, ensuring transparency of electronic services and ba-
sic responsibility for content shared electronically. At the same time, the Act of
16 February 2007 on Competition and Consumer Protection (Journal of Laws 2007
No. 50, item 331) prohibits practices that limit competition and actions that may lead
to consumer discrimination in terms of offers and pricing.

In the context of artificial intelligence, although these regulations were estab-
lished before its widespread use, they clearly emphasize the need to ensure trans-
parency of the algorithms used for offer personalization and customer segmentation,
as well as to prevent discrimination in automated decisions. However, even these
regulations cannot keep pace with the rapid development of technology and market-
ing practices, leaving legal gaps regarding the use of Al, Big Data, and automated
recommendation systems. As these tools become more widespread, it becomes nec-
essary to introduce new regulations covering such aspects as privacy protection, al-
gorithmic transparency, equal treatment of consumers, and corporate accountability
for decisions made by automated systems.

While the use of Big Data in marketing brings significant benefits, it also pres-
ents ethical challenges for companies related to consumer privacy and invasive dig-
ital practices, such as lack of algorithmic transparency, risk of manipulating user
behaviour, profiling that may lead to discrimination, social scoring, excessive sur-
veillance, and unauthorized collection of personal data. Regulations such as GDPR
(Regulation (EU) 2016/679) aim to increase security and transparency in personal
data processing. However, market practices show that companies often operate on
the borderline of what is legally compliant and socially acceptable.

The Al Act (Regulation (EU) 2024/1689) introduces a ban on high-risk practic-
es in Al systems and requires transparency, auditability, and protection of consum-
er rights. Yet audits of Al systems and risk reporting remain insufficient in many
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companies, with consumers often not being informed about how their data is pro-
cessed (Silicki, 2023; Szostek et al., 2023). On the one hand, digital tools enable
personalization, optimization of sales activities, and effective campaign targeting.
On the other, they raise questions about privacy protection, algorithmic transpar-
ency, and the risk of manipulating consumer behaviour (European Union, 2024;
Adanyin, 2024).

5. RESEARCH METHOD

The study of ethical challenges in digital marketing was based on an analysis of
secondary sources (desk research), including academic literature, industry reports,
interviews, and case studies of Polish companies from the e-commerce, banking,
retail, and logistics sectors, published between 2000 and 2025. The inclusion of
non-academic sources, such as reports and interviews, allowed for consideration
of current market practices and practitioner perspectives, which is essential for un-
derstanding the real ethical challenges in digital marketing.

This method enabled the identification of key ethical issues related to the imple-
mentation of Al and Big Data in Polish companies and pointed to potential direc-
tions for further research. Combining theoretical and practical data allowed a pre-
liminary framework to be constructed for responsible marketing strategies, building
consumer trust, and establishing self-regulatory procedures in the context of rapidly
evolving technologies.

Based on the collected examples of practices used in Polish companies, an anal-
ysis was conducted to identify both the positive and potentially problematic aspects
of using Al and Big Data in marketing. These practices were organized into the
following categories: benefits for the company, benefits for customers, risks for
the company, risks for customers, and ethical challenges. This structure allowed
for a comprehensive understanding of both the strategic effects of these practic-
es and potential risks, as well as for the identification of ethical challenges arising
from the presence of these solutions in market practice and their impact on consum-
er relationships.

6. RESULTS

Based on the identified sources, the article presents a summary that highlights
both the benefits of using Al and Big Data and the potential risks and ethical chal-
lenges associated with their implementation. While it is impossible to provide a com-
plete overview due to the breadth and continuous development of these technologies,
the examples collected in Table 1 illustrate how modern marketing technologies can
support business growth while requiring a conscious and ethical approach to data
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processing and communication with stakeholders. Table 1 presents a summary of
new tools and the dilemmas arising from the development of digital technologies,
artificial intelligence, and increasing consumer awareness.

Table 1. Applications of Modern Marketing Tools in the Context of Benefits
and Ethical Challenges

Company/ | Tools/ Benefits Benefits for | Risks Risks for Ethical
Sector Solutions for the Customers |for the Customers | Challenges
Company Company
Allegro Recom- Increased Better Reputational | Excessive Transparent
(e-com- mendation | sales, higher | product risk, poten- | profiling, data use,
merce) algorithms | customer matching, tial legal privacy customer
based on engagement |time savings |issues due to | breaches, consent,
Big Data, when shop- |data misuse |algorithm avoiding
personalized ping opacity excessive
offers in the surveillance
user panel,
“Buy Simi-
lar” system
InPost Al for Delivery Faster, more | Operation- | Excessive Data trans-
(logis- route opti- |efficiency, |convenient |al errors monitor- parency,
tics/e-com- | mization, reduced deliveries, |dueto Al ing, lack consent for
merce) customer operational |service per- |decisions, of consent | location
behaviour | costs sonalization |reputational | for location |tracking
analysis in risk tracking,
app and par- non-audit-
cel lockers able algo-
rithms
PKO BP Al for trans- | Increased Faster credit | Errors in Excessive | Balance
(banking) action anal- |financial approval, automated | monitoring, |between
ysis, scoring | security, fraud pro- | decisions, algorithmic |security
systems, operational | tection potential bias, opaque |and privacy,
fraud detec- |efficiency regulatory | deci- algorithm
tion penalties sion-making | accountabil-
ity
Bank Mil- | Big Data Improved Better prod- | Legal and | Excessive Transparen-
lennium and Al for |cross-sell- |uct match- |reputational |profiling, cy, privacy
(banking) customer ing, mar- ing, time risks from | lack of protection,
behaviour  |keting effi- | savings incorrect control over |algorithm
forecasting | ciency scoring personal accountabil-
and product data, opaque | ity
offers scoring
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Company/ | Tools/ Benefits Benefits for | Risks Risks for Ethical
Sector Solutions for the Customers | for the Customers | Challenges
Company Company

Zabka Big Data Improved Personal- Data Sensitive Obtaining
(retail) analytics assortment | ized offers, |breaches, data collec- |consent,

for product | planning, attractive reputational | tion, lack responsible

placement, |increased discounts damage of transpar- |data use,

dynamic sales, effi- ency transpar-

pricing, cient promo- ency

Al-based tions

loyalty pro-

grammes
Empik Personal- Increased Personalized | Reputational | Excessive Ethical use
(retail) ization in conversion, | offers, better | risk if per- | segmenta- | of consumer

app and marketing | shopping sonalization |tion, privacy |data

newsletters, |efficiency experience | fails breaches,

Al-based opaque

product recommen-

recommen- dation algo-

dations rithms
Allegro Ads/ | Automated | Higher More rel- Potential Behavioral | Algorithm
Adform ad targeting | campaign evantads, |misuseof |manipula- |transparen-
(program- | platforms, |effective- fewer irrel- |consumer |tion, algo- |cy, ethical
matic adver- | machine ness, cost evant mes- | data, reputa- | rithmic bias |targeting
tising) learning for |optimization | sages tional risk

user seg-

mentation
Onet/WP Al for con- |Higher en- | Tailored Reputational | Filter bub- | Ethical data
(online me- |tent person- |gagement, |content, risk, loss of | bles, opinion | use, combat-
dia) alization, increased ad | easier in- trust manipula- | ing disinfor-

article and | revenue formation tion, opaque | mation

ad recom- access algorithms

menda-

tions, user

behaviour

analysis

Source: based on websites and materials from the following companies/sectors: Allegro;
PKO BP; Zabka; Allegro Ads/Adform; Onet/WP; Bank Millennium; InPost; Empik;
own compilation.

The analysis of the examples of Big Data and Al applications in marketing re-
veals a clear duality. On one hand, these technologies bring tangible business ben-
efits for companies and customers; on the other, improper use can create risks and
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present significant ethical challenges. For companies, benefits include increased
sales and revenue through precise campaign targeting and product recommenda-
tions (Allegro, Empik), optimization of operational and logistical processes (InPost,
Allegro Ads, Bank Millennium), enhanced financial security through fraud detec-
tion (PKO BP, Bank Millennium), and building customer loyalty via accurate and
personalized messages (Allegro, Empik). For consumers, these tools allow easier
and faster search for products and services (Onet/ WP, InPost), personalized rec-
ommendations (Allegro, Empik), better alignment of offers with individual needs
and improved shopping experience (Zabka, Bank Millennium), as well as time sav-
ings and increased convenience (InPost, Allegro). Shared benefits for both parties
include better alignment of offers and communications with user needs (Allegro,
Empik, Bank Millennium), higher satisfaction and quality of customer interaction
(Zabka, Allegro Ads, Onet/WP), and optimization of the shopping experience com-
bining business efficiency with consumer convenience (InPost, Empik).

At the same time, the risks observed highlight the need to consider ethical as-
pects of marketing processes. Issues such as privacy protection, lack of algorithm
transparency, and the risk of manipulation or excessive personalization of offers are
increasingly visible in market practice (Adanyin, 2024; ETB, 2022). Examples from
the e-commerce and banking sectors demonstrate that even well-established com-
panies must balance marketing effectiveness with societal expectations regarding
responsibility and transparency (PKO BP, 2023; Allegro, 2023). For consumers, this
can sometimes mean a lack of real choice — to use one service, they must consent
to data processing in other areas or accept bundled services. Online media users
(Onet/WP) are required to share behavioural data for content personalization, while
digital bank customers often must accept profiling and data processing in recom-
mendation systems to access basic account functions.

Risks also emerge in scoring systems that assess a customer’s risk or value based
on multiple data points, such as transaction history, online behaviour, or demo-
graphic data. Non-transparent scoring decisions mean the customer does not know
which information influenced their evaluation or how to affect the outcome. This
can result in loans being denied, higher service fees, or limited access to financial
services without full awareness of the reasons behind such decisions. Practices like
these create both consumer risks — lack of autonomy, risk of discrimination, restrict-
ed access to services, or uninformed financial decisions — and company risks — loss
of trust, reputational damage, legal or financial liability.

The analysis of Big Data and Al use in marketing shows that digital technolo-
gies provide companies with significant growth and revenue opportunities while
generating new ethical and social challenges. Offer personalization, product recom-
mendations, and optimization of logistics and sales processes increase marketing
efficiency and improve customer experience. However, excessive profiling, priva-
cy risks, algorithmic opacity, and the potential for consumer manipulation require
a conscious ethical approach.
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Despite substantial automation of the tools listed in table 1, human factors re-
main a risk, such as the phenomenon of shadow Al — using Al tools outside official
procedures and institutional control, creating the possibility of unauthorized pro-
cessing of company and client data, circumvention of legal regulations, and loss of
decision-making oversight. In practice, employees may use Al systems unpredict-
ably, e.g., to analyse customer data or automate communications, without proper le-
gal or ethical safeguards. International research confirms this: 56% of employees in
the US use generative Al at work, and 90% of them do so outside official systems
provided by employers, for example, using publicly available free Al chats and en-
tering sensitive company or client data. There have also been documented leaks of
information, such as source code or client data, resulting from uncontrolled Al use
(Strzelecki, 2025). Such actions increase companies’ exposure to privacy violations,
algorithmic errors, and loss of consumer trust, demonstrating that ethical Al use
requires not only systemic regulation but also effective organizational culture man-
agement and employee accountability.

A major challenge remains the pace of legal regulation, which lags behind tech-
nological innovation. Al and Big Data tools in marketing are evolving faster than
the legislation related to data protection, algorithmic responsibility, or consumer
rights. In practice, this means companies often operate in areas that are not fully
regulated, creating legal and ethical risks — from improper data processing, through
erroneous algorithmic decisions and consumer manipulation, to liability for auto-
mated systems’ actions. The mismatch between law and technology emphasizes
the need for corporate self-regulation, transparent procedures, and internal ethical
codes that protect consumers and build brand trust.

The findings indicate that effective use of modern marketing technologies re-
quires integrating three dimensions: technological, ethical, and legal. Ethical chal-
lenges include transparent data usage, obtaining customer consent, avoiding exces-
sive monitoring, and balancing security with privacy. Responsibility for algorithmic
actions, ethical targeting, combating misinformation, and protecting consumer pri-
vacy during data collection and analysis is also critical.

Consumers expect much more than mere legal compliance: they demand ethical,
responsible, and transparent actions (ETB, 2022). These expectations arise from in-
creasing social and environmental awareness, as well as experiences with privacy
violations or manipulative use of data in digital marketing. Moreover, technological
development, including Al and Big Data, often outpaces current legal regulations,
leaving certain ethical aspects outside formal oversight. In practice, issues such as
ethical targeting, prevention of excessive monitoring, algorithm transparency, and
responsible data use remain in the hands of companies’ goodwill and require stan-
dards exceeding minimum legal requirements to build consumer trust and social le-
gitimacy for marketing activities.

On one hand, Big Data provides immense opportunities for competitive advan-
tage, offer personalization, and marketing efficiency; on the other, it raises ethical
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concerns regarding privacy, transparency, and balancing company interests with
consumer rights (Kotler, Keller, 2019; Gongalves et al., 2023). In this context, it is
crucial to introduce responsible data management principles, including transparent
information policies, ethical Al usage standards, and control over profiling processes.

7. DISCUSSION

Based on the above analysis, three main areas of ethical challenges and direc-

tions for further research can be identified:

1)

2)

3)

Privacy, transparency, and algorithmic ethics. This area encompasses the grow-
ing consumer expectations regarding data protection and ethical use of digital
tools, particularly in the context of excessive profiling and surveillance. Key
aspects include increasing demand for transparency and data protection, obtain-
ing informed customer consent for the use of information and location tracking,
algorithmic transparency and accountability, ethical targeting, and measures
to prevent misinformation and avoid excessive surveillance. Proposed research
directions include analysing consumer perceptions of excessive profiling in
Poland, assessing the validity of consent for behavioural data processing, study-
ing the functioning of algorithms in recommendation and scoring systems, de-
veloping ethical targeting frameworks to minimize discrimination, and evaluat-
ing the effectiveness of tools counteracting misinformation.

Regulatory gaps and strategic adaptation of ethical standards. This area con-
cerns challenges arising from rapid technological development that outpaces le-
gal regulations, and the need to integrate technological, ethical, and legal di-
mensions into corporate strategies. Important considerations include the speed
of technological progress exceeding regulatory updates, the need for continuous
adaptation of ethical standards to evolving technologies, and balancing market-
ing efficiency with social responsibility. In this context, proposed research di-
rections focus on analysing the impact of the AI Act on marketing practices in
Poland, the role of self-regulation and ethical codes in addressing legal gaps,
adapting ethical standards for generative Al, and studying how ESG engage-
ment is communicated, and greenwashing is prevented.

Internal risk and organizational responsibility. This area focuses on risks arising
from human factors, including unauthorized use of artificial intelligence within
organizations. Of particular importance is the phenomenon of shadow Al, which
poses risks related to loss of control over decision-making processes and po-
tential data breaches involving client information. Research could explore the
scale and characteristics of shadow Al in Polish companies, mechanisms for pre-
venting unauthorized Al use, and guidelines for employee responsibility, orga-
nizational culture, and the effectiveness of institutional security and supervision
measures.
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This study has several limitations related to both the methodology chosen and
the nature of the research area. Firstly, relying solely on secondary research, in-
cluding industry reports, literature, and case studies, limits the ability to deeply un-
derstand the decisions and attitudes of the studied entities. The absence of primary
empirical data means that the results are descriptive and theoretical, and the con-
clusions may not fully reflect actual consumer behaviour or the practices of ethics
and compliance managers. Given the study’s goal — identifying areas for future
research — the selection of secondary sources was justified but limits the possibil-
ity of empirically testing hypotheses. Future studies could include primary quan-
titative research, such as surveys or large-scale experiments, as well as qualitative
research, such as in-depth interviews with managers, to obtain more detailed and
up-to-date data.

The second limitation concerns the incomplete cataloguing of phenomena and
tools related to the research area. The rapid development of technologies and the
confidentiality of the solutions used (e.g., to maintain competitive advantage) make
it difficult to determine the actual scope and detail of Al-related risks. Emerging
ethical dilemmas make it impossible to prepare a complete and exhaustive list of
threats and mitigation strategies. Future research should narrow the focus to a single,
particularly high-risk domain, thereby allowing for a more detailed and in-depth
analysis that increases the practical value of the results.

A third limitation is that technological development, such as Al and Big Data, of-
ten outpaces legal regulations. Research conclusions may quickly become outdated
in light of new legislation, such as the Al Act, reducing their relevance and utility
for managerial practice.

The analysis also focused primarily on large Polish enterprises in e-commerce,
banking, retail, media and logistics due to the availability of secondary sources.
Excluding small and medium-sized enterprises (SMEs) means that specific chal-
lenges faced by this sector, including the lack of formal Al strategies, were not
considered. Expanding the research to include SMEs could evaluate their ability
to implement transparent procedures and a holistic approach integrating technolog-
ical, ethical, and legal aspects, increasing the universality and practical value of the
findings.

The proposed directions for further research highlight key problems and can
serve as a basis for developing studies that incorporate primary quantitative and
qualitative research, focus on selected high-risk domains, monitor regulatory chang-
es, and test the effectiveness of risk management mechanisms in various types of en-
terprises, including SMEs. Such an approach would yield more detailed, up-to-date,
and practically useful conclusions.

The findings on the ethical challenges of marketing in the digital era have both
practical and theoretical implications. They can support managers in designing strat-
egies, procedures, and marketing activities that align with consumer expectations,
while also guiding researchers toward areas that require further investigation.
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8. CONCLUSIONS

Contemporary marketing is undergoing a profound transformation driven by
digitalization, artificial intelligence (AI), and Big Data. These technologies pro-
vide measurable benefits to companies, including increased efficiency of market-
ing campaigns, better alignment of offers with consumer needs, enhanced customer
loyalty, and a significant competitive advantage within the sector. From the con-
sumer perspective, these tools facilitate product and service search, enable person-
alized recommendations, improve service experience, and save time. At the same
time, the use of Al and Big Data raises significant ethical challenges, including the
risk of privacy violations, excessive profiling, lack of algorithmic transparency, and
manipulation of user behaviour.

The article presents an analysis of the ethical challenges of digital marketing
in Poland, focusing on the practices of companies using Al and Big Data and their
growing social responsibility towards consumers. The use of secondary data analy-
sis (desk research) made it possible to describe the current state of marketing prac-
tices, identify key risks, and highlight three areas requiring further research: priva-
cy, transparency, and algorithmic ethics, regulatory gaps and adaptation of ethical
standards, internal risks and organizational responsibility, including the phenome-
non of shadow Al

Effective and responsible marketing in the digital era requires integrating tech-
nological, ethical, and legal dimensions. Implementing internal ethical standards
that anticipate emerging technologies allows companies to anticipate risks associ-
ated with Al and Big Data and to shape marketing practices aligned with social
expectations. In the context of the rapid development of digital tools, responsible
marketing involves building trust, respecting consumer rights, and supporting cor-
porate social responsibility. The identified areas and the need for detailed empirical
research emphasize that both the benefits and risks associated with new technolo-
gies require further in-depth analysis to ensure that marketing strategies are effec-
tive, ethical, and socially acceptable.
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ETYCZNE WYZWANIA MARKETINGU WOBEC NOWYCH TECHNOLOGII
Streszczenie

Celem artykutu jest analiza wyzwan etycznych marketingu cyfrowego wynikajacych
z zastosowania nowych technologii w Polsce, ze szczegdlnym uwzglednieniem sztucznej
inteligencji (Al) i Big Data, w kontekscie rosngcej odpowiedzialno$ci spotecznej przedsig-
biorstw i oczekiwan polskich konsumentow. W pracy wskazano takze kierunki dalszych
badan nad problematyka etyczng w marketingu cyfrowym. Badanie opiera si¢ na analizie
literatury naukowej, raportow branzowych oraz studiow przypadkow polskich firm z sek-
tora e-commerce, bankowego, handlowego i logistycznego. Marketing cyfrowy przechodzi
gleboka transformacje pod wptywem cyfryzacji, Al i Big Data, wymagajac integracji inno-
wacji technologicznych, wartosci spotecznych i standardow etycznych. Technologie te przy-
noszg znaczace korzysci biznesowe, takie jak personalizacja ofert, optymalizacja procesow
i poprawa efektywnosci dziatan marketingowych, ale jednoczesnie generuja powazne wy-
zwania etyczne, w tym ochrong prywatnosci, nadmierne profilowanie, brak przejrzysto-
$ci algorytméw oraz ryzyko manipulowania zachowaniami konsumentow. Szczegdlnym
problemem jest ,,shadow AI” — nicautoryzowane uzycie narz¢dzi Al przez pracownikow
poza formalnymi procedurami, co zwigksza ryzyko niewtasciwego wykorzystania danych
i naruszen bezpieczenstwa. Polscy konsumenci stajg si¢ coraz bardziej $wiadomi ochrony
danych i oczekuja odpowiedzialnych, przejrzystych dziatan firm. Mimo obowigzywania
przepisow, takich jak RODO, rozwdj technologii cz¢sto wyprzedza regulacje, tworzac luki
etyczne 1 wymagajac samoregulacji przedsigbiorstw. Wnioski wskazuja, ze odpowiedzial-
ny marketing cyfrowy wymaga taczenia innowacji technologicznych z refleksja etyczna
i przestrzeganiem prawa. Budowanie zaufania konsumentdéw zalezy od przejrzystego ko-
rzystania z danych, §wiadomej zgody, ograniczonego nadzoru i odpowiedzialnosci algoryt-
micznej. Analiza podkresla konieczno$¢ stalej aktualizacji standardow etycznych w odpo-
wiedzi na rozwoj technologii i oczekiwania spoteczne, umozliwiajac wdrazanie etycznych,
transparentnych i skutecznych strategii marketingowych.

Stowa kluczowe: sztuczna inteligencja, marketing cyfrowy, odpowiedzialny
marketing, etyka marketingu, wyzwania etyczne
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